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Pearl Echo Employee Internet Management

Pearl Echo® Employee Internet Monitoring software manages the online activity of multiple PCs and
thin clients from a central location. Pearl Echo monitors web browsing, file transfers, news, chat, e-
mail and instant messaging. Pearl Echo also monitors keywords and phrases to protect privacy and
the dissemination of personal information and can be set to block inappropriate Internet content.

Pearl Echo’s unique Global Internet Management™ (GIM) technology is based on an independent
client-server architecture. By creating an independent service, Pearl Echo is not reliant on proxies or
firewalls and is not affected by high traffic volumes, how users access the ‘Net or where they are
physically located. In this way, GIM helps companies monitor users in the office or off the corporate
network, such as telecommuters or traveling salespeople. Pearl Echo’s unique GIM architecture also
makes it the only Internet monitoring software solution that is fully functional in a Citrix® MetaFrame
and Terminal Services environment.

Pearl Echo includes easy-to-read reports with a Quick-Link™ feature that automatically links to visited
web sites and restores all text from outbound and inbound communications. With this archive of all
employee Internet activity, Pearl Echo helps organizations comply with privacy regulations and
security standards and helps enforce an organization’s Internet Acceptable Use Policy.

Pearl Echo increases productivity and ensures a positive work environment by preserving costly
network bandwidth and by eliminating Internet activity that results in expensive legal liabilities. Pearl
Echo also supports an organization’s competitive advantage by reducing the risk of unauthorized
transactions and the transmission of proprietary information outside the organization.

Features & Benefit Summary

v" Monitors web browsing, file transfers, news, chat, e-mail and instant messaging.

v" GIM technology allows Pearl Echo to manage Internet activity regardless of access location or
method.

v" GIM enables unique user-level Citrix MetaFrame and Microsoft Terminal Services support.

v" Custom user and group level Internet access profiles simplify administrative tasks and allow
customization of rules for different individuals or groups of users.

v' Server-based architecture is compatible with all Windows platforms.

v' Dynamic Internet use reports provide a complete audit trail of Internet activity and automatically
archive information for future retrieval.

v" Customized warnings alert users when violations are detected.

v" Workstations are monitored and managed by individual computer and user names to differentiate
Internet activity.

v" Remote installation feature allows management of all workstations from a single location.
v" Time controls set the days and hours that users can access the Internet.

v Support for several of the latest Windows® 2003 and XP features including Windows XP fast user
switching and remote administration through Windows remote desktop.

Pearl Echo and Global Internet Management are trademarks of Pearl Software, Inc. All other brand and product
names are trademarks of their respective owners.
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